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» The Products

NGSSoftware offers a range of market leading security software solutions to assist clients in developing secure
infrastructures. Although many of the software applications outlined can be considered as independent, it may well be
beneficial to consider multiple products for clients wishing to maintain the highest levels of enterprise security. For further
details of the NGSSoftware solutions, not highlighted in this document, please refer to their individual product datasheets.
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» Typhon Il - Vulnerability Assessment Network and Application Scanner

Typhon Il enables network administrators and security professionals to quickly and easily audit the security of client
infrastructures. Typhon III's intelligent scanning through its unique spidering technology will scan to deeper levels on
every machine in a network, including a variety of operating system platforms, network devices, databases and even
bespoke applications.

» Key Features Include: Intelligent non-intrusive scanning, unique spidering technology,
over 30 different application modules, checks for cross-site scripting and SQL injection,
scheduled scanning through command line, one click fix registry lockdown scripts and
much more.

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.

» Domino Scan Il - Lotus Domino Web Server Security Scanner

Domino Scan Il provides a solution to completely automate the process of assessing the security of Lotus Domino Web
Servers and bespoke Notes applications. Utilising proprietary spidering technology developed by NGSSoftware, Domino
Scan Il can audit servers running on any operating system. Domino Scan II's intelligent scanning ensures that it will
discover every view, form, agent and document whilst putting each through a rigorous set of checks.

» Key Features Include: Intelligent non-intrusive scanning, unique spidering technology,
tests for over 100 default databases, directory transversal, database browsing, scheduled
scanning through command line and much more.

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.

» OraScan - Oracle Web Application Security Scanner

OraScan provides administrators with an automated solution to conduct detailed security vulnerability audits of their
Oracle web applications. OraScan utilises the intelligent scanning capabilities developed by NGSSoftware during its
unique six phase scanning process (spidering, PL/SQL, JSP, Oracle defaults, SQL injection and cross-site scripting).
The multi-layered approach used by OraScan provides a detailed perspective of applications and enables the software
to discover vulnerabilities which may otherwise have remained hidden.

» Key Features Include: Intelligent non-intrusive scanning, unique spidering technology,
flexible auditing, configuration audits (PL/SQL, JSP, SQLJSP & XSQL), scheduled
scanning through command line, various reports formats and much more.

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.

» NGSSQuirreL for SQL Server - Microsoft SQL Database Security Scanner

NGSSQuirreL for SQL Server provides system administrators, database administrators and security professionals with a
valuable ally in the war on insecurity. NGSSQuirreL is quick and easy to deploy and is able to scan your SQL databases
locally or remotely. NGSSQuirreL provides a comprehensive fully configurable tool for auditing your databases whether
SQL Server 7, 2000 or 2005. The software is customisable, offering the ability to edit the core checks or add user defined
checks. NGSSQuirreL for SQL provides full vulnerability information relating to the problem together with the ability to
close the security hole with its lockdown script option ‘One click fix'.

» Key Features Include: View and edit core checks, a Security Manager to directly manage
logins and roles, three level audit (quick, normal or comprehensive), server lockdown script
generation, scheduled scanning through command line, various reports formats and much
more. This product is supplied with our password auditing utility NGSSQLCrack.

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.
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» NGSSQuirreL for Oracle - Oracle Database Security Scanner

NGSSQuirrelL for Oracle provides a comprehensive security analysis utility for system administrators, database
administrators and security professionals alike. NGSSQuirreL for Oracle supports Oracle 8i, 9i and10g, and scans for
thousands of possible security threats, routinely checking patch levels, object and statement permissions, login and
password authentication mechanisms, stored procedures and start up procedures. Built in to NGSSQuirreL is a powerful
Oracle password auditor that includes both dictionary and brute force attack auditing modes.

» Key Features Include: View and edit core checks, Security Manager(directly manage
users, roles, profiles, system privileges and object privileges), Security Browser (audit
security settings and create user checks), three level audit, customisable user checks,
server lockdown script generation, scheduled scanning through command line, zero day

\.___checks, various report formats and much more.

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.

» NGSSQuirreL for DB2 - IBM DB2 Database Security Scanner

NGSSQuirreL for DB2 is the most comprehensive security auditing tool designed for an IBM DB2 database server.
NGSSQuirreL provides system administrators and security professionals with a powerful auditing tool to have within
your arsenal for assessing the security posture of your DB2 servers. NGSSQuirreL will not only check for thousands
of possible security threats but will additionally provide a fix solution for any vulnerability discoy~=~~ *~=~~ b inminye
lockdown script generation functionality. Routinely checking patch levels, objects and stateme nd
password authentication NGSSQuirreL provides an invaluable assistant in the continued secu S.

» Key Features Include: View and edit core checks, three level audit (quick, normal or
comprehensive), customisable user checks, server lockdown script generation, scheduled
scanning through command line, zero day checks, various report formats and much more.

—
Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.
» NGSSQuirreL for Sybase and NGSSQuirrelL for Informix
Boasting many of the same key features as the other database scanners from NGSSoftware, NGSSQuirreL for Sybase
provides comprehensive analysis for Sybase ASE Databases and NGSSQuirreL for Informix supports IBM’s Informix
database suite. Both offer system administrators yet more invaluable security tools for helping to secure and protect
critical servers against possible compromise. Specifically designed for their respective databases, both NGSSQuirreL
“———for-Svbase-and-NGSSQuirrelfor-Informix-will-orovide-comprehensiv ments-and-reporting

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.

» NGSSQLCrack - Microsoft SQL Password Cracker

An ideal tool for SQL Server database administrators, NGSSQLCrack checks for weak passwor
servers; often a critical vulnerability in a server’s security. Supporting Microsoft SQL Server 7, 2
powerful utility will help to ensure password security compliancy is maintained.

» Key Features Include: Flexible reporting, able to pause/save and resume, fast and easy to
use, dictionary attack (200,000 word dictionary) or custom dictionary, brute force attack using
predefined or customisable character sets, targeted auditing of high privilege account hashes.

Supports Windows NT (Service pack 6a), 2000, XP and 2003 Server.
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