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NGSSQuirrel for Sybase ASE

Protecting the security of enterprise database servers is of paramount
importance and in an age of ever escalating threats, ensuring that sensitive
data remains confidential is a significant concern to many organisations.
Ensuring that database security is adequately maintained is a challenge
that many organisations face. A challenge that must be met and overcome,
if the risks posed by security threats are to be minimised.

Sybase is a relational database management system that forms an integral part of enterprise deployments. In an enterprise
environment that demands high factors of performance, scalability and reliability, Sybase delivers. Sophisticated back office
systems present a range of vulnerabilities and risk factors, which can lead to a decrease in productivity, lost revenues, and
stolen data. NGSSQuirreL for Sybase ASE is an innovative vulnerability assessment tool specifically developed to scan Sybase
database environments. NGSSQuirreL for Sybase ASE allows system administrative staff to quickly and easily discover a range
of vulnerabilities on their servers before attackers do. Unlike many of the conventional applications available, NGSSQuirreL for
Sybase ASE allows users to generate bespoke solutions that can be applied to servers at the click of a button, ensuring that
the security of their databases is maintained.
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» Product Overview

NGSSQuirreL for Sybase ASE forms part of NGSSoftware’s suite of Intelligent Next Generation Security Assessment
tools, it enables network administrators and security professionals alike to quickly audit the security of Sybase ASE
server infrastructures.

NGSSAQuirreL for Sybase ASE enables systems administrators and security professionals to quickly and easily assess
Sybase ASE for a variety of security vulnerabilities and deficits. The application comprehensively scans Sybase for
thousands of possible security threats. NGSSQuirreL for Sybase ASE allows users to quickly find faults and weaknesses
in their database environment, before malicious attackers do. Unlike most other applications that only find ‘holes’ in
security infrastructures, NGSSQuirreL for Sybase ASE allows system professionals to quickly evaluate the level of risk
they are exposed to, and if required, fix the majority of discovered vulnerabilities.

NGSSQuirreL for Sybase ASE is one of the fastest and most comprehensive Sybase security-auditing tools currently
available. Designed and developed by the worlds leading vulnerability researchers (who between them have discovered
more vulnerabilities than any other company during the last three years), NGSSQuirrelL for Sybase ASE is the best
defence against threats to your database security.
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» Features and Benefits
NGSSQuirreL for Sybase ASE has a number of key benefits, these include:

» Variable Audits

NGSSQuirreL for Sybase ASE permits users to conduct variable levels of audit, namely Quick, Normal and Full. During
the course of a quick audit NGSSQuirreL for Sybase ASE will focus on identifying high severity security vulnerabilities.
The Normal audit process includes a quick audit as well as informational data (e.g. privileges etc.). The NGSSQuirreL for
Sybase ASE Full audit includes quick and normal audits, as well as detailing a variety of other vulnerabilities that servers
are not at present exposed to. The unique ability to adjust the depth at which NGSSQuirreL for Sybase ASE conducts an
audit allows system administrators to mould the application to their requirements with regards to both time and security.

» Reporting

NGSSQuirreL for Sybase ASE provides a range of output formats for scan results. Results can be returned in either plain
text, HTML, dynamic HTML, XML, rich text format, Microsoft Excel, or written to a database for later evaluation and
analysis.

» Always up to date

Because the security landscape is in a continual state of flux, it is vital that administrators gain access to the latest
known vulnerabilities. NGSSQuirreL for Sybase ASE is supplied with an ongoing support contract that allows users to
download updated vulnerability definitions for the application database as, and when, they become available. As well as
assessing the security of Sybase ASE based upon known vulnerabilities, NGSSQuirreL for Sybase ASE also routinely
scans for as yet unpublished vulnerabilities that have been discovered by the NGSSoftware’s security research team.

» Comprehensive

NGSSQuirreL for Sybase ASE scours servers for thousands of potential security vulnerabilities. The application routinely
checks for patch levels, objects and statement permissions, login and password authentication mechanisms, and stored
procedures. A team of globally recognised vulnerability researchers who have secured some of the largest enterprise
environments worldwide supports the application. NGSSQuirreL can also perform audits on any Sybase ASE server on
any recognised Sybase ASE supported operating system.
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» One Click Fix
An incredibly useful feature of NGSSQuirreL for Sybase ASE is the ability to generate SQL lockdown scripts. When
NGSSQuirreL for Sybase ASE discovers vulnerabilities it generates lockdown scripts that can be employed to remedy
any issues automatically. Should systems administrative staff choose to deploy these scripts, they can be used to patch
the servers at a click of a mouse.
» Other Features and Benefits
Checks for start-up procedures, stored procedures and tables.
NGSSQuirreL for Sybase ASE also checks for a wide variety of obscure backdoor vulnerabilities.
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» System Requirements

System: Microsoft Windows NT 4.0 (Service pack 6a)

Microsoft Windows Server 2003

Microsoft Windows 2000

Microsoft Windows XP

Hardware: 500MHz Pentium Il (minimum)

Memory: 512Mb RAM (minimum)

Diskspace: 20Mb free disk space

Other Software Requirements: Sybase Adaptive Server Enterprise Database

\/

[ rssaireel for Sybase ASE 9 13
Fe £ vaw Son Took Heb S(-E]
@@ coD nam ¥ 5W ¢0B RAR T
=3 B z 5 = =
i Yoo Java Class Installation Buffer B e Select E
= @ pobiens
= @ mtons
@i Overflow S @ ruien is 1 0 masum sousty ssun
Canvat Fuion uffer i | (This 13 a Wigh severty issue iyt S to salect fiom the model dbo syscokunns
Declore Stahemert: Buffer Overfh Q) Declare Satomert buffer Cverfi :
ASE versian 1253 pior to ESOMN on Windows is winerable 10 this probler Earler Jara Chst st e O | [A suggested g s vadabie for this ssie. The x can be applied by nhi.chicking on
Cueey Fan inffer Grerflon [voréauns and virsians on diflerert operating Ysters may ako be wingrabie Q) Qo o Busfer Gvrficns this: node in fhe tree (lofhand pane) and selucting mark far fix” The fix wil then be
sp_Jatener Darial of Servce. N He E& Vem Frvotes Tods Heb 35, Jozere Dol of Sarvice ncluded i th lackdown Scrit when ‘garsarate lockdown sengd s salacted iom the
4 ang—smm P atsing n ovrly bang parareter 10 1o INSTALL | > S O " @ zomse e menu
o lcouses & ! iplagledl, % \Soarch Fovertes. B [ Al B ARt
[ e e e B Cocamets v Sttt TSI et " ek [The supgeanad fx SoLia
= E;m Suc:ulu exploitation of this i S 6‘;‘;
(D) Datsboses. jon th Gorver. = i juse model
b master NGssqu"rre’ for Sybase ASE Vi 1 () it cevoke aclect on syscolumna to public
= This 660 wa §x0d in seeate vorsian 12530 €5 T uze: moster go
5 (@ bl gt pemissons = @ Ptk oot purmasens S
g O Report @ e
&y)smnm« o %umnm This chack was run at Th Mar 03 14:20:19 2005 |
RO P N LS WM 1 1:1: Mar 03 14:25:09 2005 s T wme—— [umeramal
@ (D s e i syzcolusns public
3 fusiacne] i Ordered By Severi o @ e
svakpens sronaracts
wwduxa = () sradecands.
= Qe This check was run at Thu Mar 03 142014 205 | High Priorities 3
4 e Medium Priorities 3 i
el Ll Information i - ;Iﬂ
. - »
e Pesed e 1 7

View Executive Summary

\Vulnerability Summa

Host | Module Vulnerabiiity GVE  Sevority =l

J\

» Contact Details
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